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Introduction of the speaker

Robert.Ginsberg@QAdvis.com

= 30+ years in SW Development

= 20+ years in Medical Device SW

= Co-author of IEC 62304, 80001-1, 80002-1
and 80002-2

= Working member of Cenelek TK-62 m f?,:
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Key competence areas

-
» Turn key quality
systems

» Sharepoint based
+ Digital signatures
+ Efficient and lean
« Validated and compliant

QMS in-the-

cloud

(-Project management §
*Product software validation

*Regulated software
validation

*Requirement managent
*Risk management
«Verification and validation

(-CE-marking
+ISO 13485
*EN 62304
-SW life cycle
*Risk management
QSR
-Lean and Six sigma

Training/courses

[-Inten'm management

« Expert advise

« Audits/Mock audits/assessments

* Remediation, WL, Import detention,
compliance projects

* PMA, 510k, CE-mark, EC-cert

= Vigilance, recall, post market
surveillance

« Clinical evaluation/clinical expertise

= Standards (ISO 13485, ISO 14971,

*SQA

System
development

(" N . T~y
+ Training and Consulting

* In cooperation with Oriel
Stat a Matrix

Oriel -Lean and
Six Sigma

IEC 62304, IEC 62366, ...)

QA&RA

Consulting

" E=
*Providing European
representation for non-EU
MedTech companies

«Active member of EAAR:
European Association of
Authorised
Representatives

European
Authorized
Representation




Before we start ...

* There will be time for questions after the
presentation

* You can use the chat function to contact the
convener, Sebnem Hoffsten

 More complicated question, please call or
email:

— +46 8 621 01 05
— robert.ginsberg@qgadvis.com
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The Big Picture for software in a
Medical Device regarding MDD

Harmonized Reference
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Risk management

IEC

(AIMD)

(IVDD) Usability

SW lifecycle
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IEC 62304 calls for RM activities through
the whole development lifecycle

m Development Release Maintenance

SW Risk Management




QA and SW engineers have to find
efficient implementation of IEC 62304




It is challenging to find a proper
level of effort for SW RM

Productivity | _§&
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Risk mgmt can enable effective,
safe and compliant V&V strategy
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Use SW risk mgmt to regulate your
efforts when testing the product

Death or - p55ugh QA
injury
_ AN « Additional
Minor injury A activities
No harm - Basic QA
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Governments and Agencies are
enforcing new regulation across time

EU-Commission/US Government
MDD/Public Health Service Act

Agencies
Medical Products Agency/FDA

Laws and Regulations
SFS 1993:584/21 CFR 820

Guidance docs
Standards — 13485, 14971, 62304
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The Bar is Raised Over Time

New laws

and People get

hurt or die

regulations

Public
reaction
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Patient journal mix up caused
death of a young woman

Case report: Socialstyrelsen 2007
"When Sofie came into ER, the
treating doctor used the wrong
patient journal. In the computerized
Jjournal system at the hospital there
were two patients with similar
names and social security numbers.
Based on the contents of the wrong
journal Sofie was treated with drugs
that led to her death.”
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There is a new version of EN 14971
addressing acceptance criteria

SS-EN ISO 14971:2012 (

3. Risk reduction "as far as possible" versus "as low as reasonably practicable":

a) Annex D.8 to ISO 14971, referred to in 3.4, contains the concept of reducing risks "as low as
reasonably practicable" (ALARP concept). The ALARP concept contains an element of economic
consideration.

b) However, the first indent of Section 2 of Annex | to Directive 93/42/EEC and various particular
Essential Requirements require risks to be reduced "as far as possible" without there being room for
economic considerations.

c) Accordingly, manufacturers and Notified Bodies may not apply the ALARP concept with regard to
economic considerations.
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Quality assurance techniques

have a long history in the industry
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There is a migration of QA techniques
to the Medical Device area

Medical Device guidelines
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FDA is expecting static analyzers to
be implemented as part of the V&V

MISRA-C:2004

» Guidelines for
the use of the
C language
in critical
systems

* October 2004

MISRA-C: 2004
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Guidelines
for the use
of the

C language
in critical
systems

X
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There is a number of techniques

available for Risk Management
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HAZOP Methodology use guide words
as a “creativity trigger” for hazards

Guide
Word

Para-
meter
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HAZOP can be used for detecting
usability related hazards

Study title: Patient Journal retrieval Page: of
Drawing no.: Rev no.: Date:
HAZOP team: Meeting date:
Part considered: Hospital information system
Design intent: Material: Activity:
Source: Destination:
Guide- - Possible Conse- Actions Action
No. word Element Deviation Ja— quences Safeguards | Comments required | allocated to
1 Other Patient Other Similar Wrong Full social [Verification| Mandatory ROGI
than Identific- | patient social treatment |security no. vs patient |approval
ation than security has to be [name still |of correct
expected | number in entered needed patient
was picklist name
selected
— Source: IEC 61882
20
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Fault Tree Analysis is a top down
technique useful at early stages

Server Down > <

4 Hrs

i

l

Hardware
Failure

l

Loss of power

.

AN

Top Level Event

No spare

Faults /Low Level Event

Power Supply

Failure

Causes

l

Filter clogged

Root Cause

Clean
Filter
Monthly

Mitigator
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Example of a Fault Tree Analysis for:
Doctor cannot access patient records

Doctor
cannot

dCCeESS ...

Server Down >
4 Hrs

45%

Hardware
Failure

Loss of power

-

T

~

.

No spare

Power Supply
Failure

l

Filter clogged

Clean
Filter
Monthly

| ]

T

Top Level Event

Faults /Low Level Event

Causes

Root Cause/Basic Event

Risk Control Measure
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FMECA is a bottom up technique to find
failure modes of components/items

IR | 1o Cometen-oe Dute

.........

Bottom up
Risk ranking ( probability * severity )

Can become very detailed and cumbersome

From the beginning oriented to HW

Can be introduced when Iltems are defined
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Iltems and units are the building
blocks of a software system

i %

[Unit} {Unit} I Unit \ ‘ Unit \
Itém X ltem Y

b y
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Each manufacturer needs to find his
own mix of techniques for Risk Mgmt
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62304 calls for life cycle approach
to risk mgmt based on ISO 14971

Identification of Intended use
Identification of Hazards, FTA and FMECA
Estimation of Risk(s)

Risk analysis

Risk evaluation

Option analysis

Implementation of risk control measures
Risk/benefit analysis

Risks from risk control measures
Completeness of risk control

Risk control

Residual risk
Rlsk management report |
(Post-) Production

Q'Advvis



Risk Control Measures are expected
to be expressed as requirements

 Evaluation of new risks due to
implementation of RCMs

* Re-evaluation of RM file when appropriate
regarding changes in requirements

* Update of system requirements when
appropriate
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Defining a safe architecture is one of
the major tasks in the SW RM process

Safe architecture

* Proper partitioning
 Testable

* Predictable behavior

* "Flight recorder”
— Onlab
— In field
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Assurance of RCMs can be done
with a number of techniques

m< Sneak circuit
analysis

Analysis tools |
=3

e
=

Memory
: aammed  INSUTrE++
analysis

Modeldriven
29 Modelling Automated design and UML )IA .
tost dvis
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Verification activities are expected to
be planned upfront and fully executed

R
A
A

 System > Plan Execute Evaluate Report
>Integration / Plan Execute Evaluate Report
Unit ~ Plan Execute Evaluate Report
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Two views to consider Func-
tional regs - architecture

Control A Control B

HW driver
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Risk driven Item/Unit verification
Is an explicit expectation in 62304

* To do more test for risk related units
« Some guidance on how to implement this

B — Some risk  More test

i " B g s - Basic test
‘, A - No risk efori
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Risk driven requirement verification
iIs an underlying expectation in 62304

 To do more test for risk related features
 Significant freedom on how to implement this

B — Some risk  More test

f | g » Basic test
| A - No risk afort
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Example on how Risk Analysis acti-
vities can relate to key documents

Sys arch &

Customer
reqs
SW reqgs
I

(FTA)

PHA
(checklist
System RA

34




Example of an IPO diagram for
Preliminary Hazard Analysis

Customer
Require-
ERS

Application
specification

Preliminary
Hazard
Analysis

Hazard
check list

SW system
safety
classification
(A, BorQC)

Definitions

Input Process Output
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It is very difficult to find
probability for a SW failure

Risk analysis

Risk
evaluation

Risk control

Residual risk |
Risk management report |
(Post-) Production




Software fails systematically

Random failures Consensus does not
- i i exist for a method of
. IOnIZIng radiation estimating systematic

fault rates

 Wear out, fatigue quantitatively!

Systematic failures
« Software
* |ncorrectly rated fuse
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Probability of SW to fail is
expected to be 100%

I Software

Probability of Hazardous Situation P,=100%
l

User

Probability of HS leading to Harm Pz
l

Combination of SW failure and user action

Probability of Harm P,=(P,*P,)

% Q’Advis



The key message in 62304 is to do
software engineering for safety

Safe design |

Protective measures in device

Protective measures in process

Information |

% QAL[MS



Risk based V&YV strategy can
utilize the resources efficiently
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Example of a risk based
requirement test strategy

Req class A
Verification
Scripted (Req Based) M M M
Independent Review @) M M
Exploratory @) @) M

« M = Mandatory O = Optional
* Risk control measures included in regs

Class A: No injury or damage to health is possible
Class B: Non-SERIOUS INJURY Is possible
Class C: Death or SERIOUS INJURY is possible

41
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Example of risk based
Item/Unit test strategy

Unit

Verification

In ltem A

Rule check

Basic unit test

Review

100% Code coverage

Independent review

O O O O £
Of O =) < =8
= = 1= = I=

M = Mandatory
O = Optional

Class A: No injury or damage to health is possible
Class B: Non-SERIOUS INJURY is possible
Class C: Death or SERIOUS INJURY is possible

42

QAd@iS




Software risk management can
be time consuming and hard
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Good software engineering is the key
to successful risk management

SW

engi-
neering

44
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A good starting point is to document
what already is done

The MANUFACTURER shall document TRACEABILITY of software HAZARDS as appropriate:

a) from the hazardous situation to the SOFTWARE ITEM;

b) from the SOFTWARE ITEM to the specific software cause;

c) from the software cause to the RISK CONTROL measure; and

d) from the RISK CONTROL measure to the VERIFICATION of the RISK CONTROL measure.

* QAc&)is



Building a solid V&V process can
enable productivity

Synergus can contribute with consulting within:

Auditing and reviews

Mentoring

Risk manager role

SQA role (Software Quality Assurance)
Process development and documentation
Product documentation

Implementation of supporting IT-tools
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